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This research uses advanced computer vision techniques to explore the use of
depth perception for improving image recognition and biometric
authentication. By employing the StereoBM algorithm from OpenCV, we were
able to calculate disparity maps from stereo images and introduce new
methods for analyzing images. Our work also includes real-time 1mage
processing through continuous frame capture from a camera feed. We explored
the authentication process between 2D and 3D 1images using ORB feature
detection and brute force matching in OpenCV. The results of this study will
inform the secure application of depth sensing technology in facial recognition
and contribute to the advancement of biometric authentication systems.

Depth Map 3D Reconstruction

This project dives into the history, current capabilities, and future prospects of
depth sensing technology, with a focus on 1ts application 1n facial recognition
systems such as Face ID, Windows Hello, OAK-D, and RealSense. We
critically examine the security effectiveness of these technologies in an era
dominated by sophisticated Al-driven threats, including 3D model fakes and
deepfakes.
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Our research 1s driven by a fascination with the mechanics of facial
recognition technology and a desire to deepen our understanding of its security
aspects, particularly in combating the challenge of synthetic identities, such as
fake faces and deepfakes. Our goal 1s to enhance the robustness of facial
recognition systems through a multifaceted approach. Utilizing OpenCV, we
plan to refine authentication processes by contrasting our generated 3D 1mages
against 2D counterparts. Furthermore, we intend to explore the capabilities of
depth sensing cameras for comprehensive depth mapping and stereo imagery
analysis on various subjects, extracting valuable data to bolster security
measures 1n facial recognition technologies.
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epth Sensing Technology ts:

The experiments yielded insightful outcomes, emphasizing the versatility

Major Milestones S ok and potential of depth sensing technologies in various applications:

- Stereo Vision Depth Mapping successfully generated depth maps, revealing
the depth structure of scenes with notable accuracy. Pre- and post-processing
enhancements played a significant role in improving the clarity and
reliability of the disparity maps.

Introduction of
Laser-Based
Systems and LiDAR

Equipment:

To investigate the efficacy and vulnerabilities of
depth sensing technology 1n facial recognition
systems, we utilized the following equipment:

OAK-D Pro Camera: A 3D depth sensing camera
that allows real-time authentication of a person or
object by extracting depth maps and stereo imagery.

Computing Resources: A computer
equipped with Visual Studio Code/Google
Colab for the coding environment.

Software Tools: We primarily relied on
Python for programming, using libraries
such as OpenCV for image processing and

DepthAl for interacting with the OAK-D
camera.
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2D Feature Extraction produced comprehensive feature vectors, effectively
capturing histogram and edge details. This facilitated the accurate

Dol Kt T T i classification and recognition of objects in 1mages, demonstrating the

Stereo Vision Structured Light Cameras become Autonomous Perception with Al method's efﬁcacy
Systems technology mainstream Vehicles )

3D Feature Extraction 1dentified key 3D features from depth maps,
underscoring the importance of smoothing and gradient analysis for depth
perception. The integration of these features into a vector highlighted the

Methodology: depth map's critical aspects for further analysis.

Data Collection

Real-Time Edge Detection showcased the effectiveness of Laplacian and
Use GAKC T Bro camara Cangy algorithms 1n live Image processing. The enhgnced details and efiges
{ provided a clearer understanding of the scenes, proving the method's utility
in real-time applications

[ Depth Map Creatiﬂn] Extract 2D and 3D features
\ Authentication and Security experiment revealed the challenges and
possibilities 1n authenticating images based on their features. While direct

Implement StereoBM in OpenCV Propose enhancements . . . . .
P P P feature matching presented limitations, it opened avenues for refining

\l authentication techniques in depth sensing applications.
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Our deep dive into depth sensing technology opens several exciting avenues for

o further investigation and development in the field:

Project 1: Stereo Visipn Depth Mapping. utilized t\y(? stereo 1mages .to Project 3: 3D Feature Extraction focused on analyzing a depth map to Advanced Processing Techniques: Future work will delve into more sophisticated
create a depth map, s1.mulat1ng human b.mocular vision. By emplelng the extract significant 3D features, including the application of a Gaussian pre- and post-processing methods to boost the clarity and accuracy of depth
StereoBM algorithm in OpenCV, we adjusted pre- and post-filtering filter for smoothing, gradient calculation, and mean depth value maps. Exploring advanced machine learning algorithms for automatic distortion

parameters to refine the disparity map, offering a pixel-wise
representation of depth.

Original Image Histogram Features

computation. These extracted features were crucial for applications such as and noise correction in depth data represents a promising direction.
3D reconstruction and scene understanding.

togram applying artificial intelligence and machine learning to significantly enhance

Project 2: 2D Feature Extraction _ , . s e More Integration with AI and Machine Learning: Depth Al and OpenCV are
aimed at extracting his EREETIE - Ay S e “i 4 ’ ificial i ! ' ! lgni

and edge features from a regular o { IS, o | feature extraction, especially in complex scenes. Future advancements 1s
image, transforming these into a '- £ 3 L B ' .4, expected to help refine object detection, recognition, and tracking in real-time

unified feature vector. This oy N L applications, presenting a leap forward in the technology's utility.

Final Result

approach facilitated tasks like

image classification and object _ / . * 5! - P e ': Enhanced 3D Reconstruction: Aiming to improve algorithms for 3D
recognition by capturing the reconstruction from depth maps, offering finer detail and higher accuracy. Such

essence of pixel intensity Project 4: Real-Time Edge Detection demonstrated the application of improvements have broad implications, from enhancing augmented reality

distributions and edge

Depth Map

details. Laplacian filters and Canny edge detection on live camera feeds, experiences to preserving historical sites.

highlighting the real-time processing capabilities for enhancing image

details and detecting prominent edges. Energy Efficiency and Portability: A critical future goal 1s to improve the energy
cfficiency and portability of depth sensing devices. Making these technologies
more accessible for mobile and outdoor uses without compromising on power or
size could revolutionize their application spectrum, from everyday gadgets to
remote sensing tools.

Project 5: Authentication and Security explored the
verification of features between 2D 1mages and 3D
depth maps for security purposes. Using ORB
feature detection and brute force matching, we
assessed the authentication of images based on
feature similarity.




