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Disclaimer
Any Views or opinions presented in this 

presentation are solely mine and do not 

necessarily represent my employer. 

● I am not a lawyer or giving you 

legal advice 

● I am not giving you permission or 

authorizing you to do anything 

ever

● In fact don't do anything ever ;)



Open Source Data
● Published or broadcast for public 

consumption
● Is available on request to the public
● Is accessible online or otherwise to 

the public
● Is available to the public by 

subscription or purchase
● Could be seen or heard by any casual 

observer
● Is made available at a meeting open to 

the public
● Is obtained by visiting any place or 

attending any event that is open to 
the public

Source: Department of Defense Manual 5240.01 
(August 2016)



Data is Power.

We are bombarded with a staggering 

amount of information from various 

online sources. 

Hundreds of thousands of hours of 

videos, millions of images, more text 

than can be indexed by search 

engines; that doesn’t include data 

behind restricted access.

“Data is a precious thing and it will 

last longer than the systems 

themselves.” ~ Tim Berners Lee



Harnessing the 
Power of Data 
Everyday
AI and Data Science are a part of our 

everyday life. From smart devices, 

image recognition, news feeds, to 

cybersecurity and intelligence.



The industry 
demand is real
“Hirings for A.I. specialists on the 
career networking service have 
grown 74% annually over the past 
four years, LinkedIn said.” - 
Fortune.com 2019



Cyber 
Intelligence

The internet is the world’s 

largest database of 

information and it’s increasing 

exponentially

Need to leverage data mining 

and AI/ML to acquire, process, 

analyze, and identify threats 

and risks to enhance decision 

making across organizations



Open Source Intelligence 
(OSINT)

OSINT is the practice of data collection from 

publicly available sources such as social media, 

news outlets, blogs, websites, etc. This includes 

data mining and crawling techniques, data 

extraction and data analysis.

Open source indicates the nature of the data being collected. 

Doesn’t refer to Open Source Software or public intelligence 



A vast 
haystack of 
visible data

● Social Media

● IP addresses

● Domain Lookup

● Reverse Image Search

● Phone numbers

● Online Documents

● Online listings

● Geolocations and images

● License Plates, etc

● Government resources - such as marriage 

licenses, deeds, court proceedings, etc

● … and more



Key Sectors

● Intelligence communities

● Law enforcement

● IT security professionals

● Private investigators

● Law firms

● Corporations

● Insurance companies

● Financial companies

● Red Teams (pen testers)

● Malicious hackers

● Terrorist  groups



The Intelligence 
Process

1. Requirements

2. Planning and direction

3. Collection

4. Processing and 

exploitation

5. Analysis and production

6. Dissemination



OSINT Process

1. Identifying the source - 

where you can find the 

information

2. Harvesting the data - get 

relevant data from the 

source

3. Data processing - get 

meaning from the data

4. Analysis - joining data 

from different sources

5. Reporting



AI Use in the 
Intelligence Cycle

Moving form a manual process 

to automation partially or fully

Machine-Aided Analysis is 

vital especially that we work 

with real-world operations

Applies to data collection and 

analysis to AI-powered drones 

and training simulations

Image source: https://www.recordedfuture.com/open-source-intelligence-future



Role of ML in the 
Process

“machine learning will perform 

this function automatically and 

iteratively train collection and 

analysis algorithms by figuring 

out what’s working and what 

isn’t based on AI-fueled 

analysis of massive data sets”

Image source: https://www.recordedfuture.com/open-source-intelligence-future



Data Discovery and 
Data Mining
Start with what you know

- Define the output - what do you want 

to find?

- Gather the data

- Refine your conditions and clean up 

the data

Challenges 

- Volume of data

- Reliability of data

- Human time and resources needed to 

go through the data



Data Discovery and 
Data Mining
Applying and automating data collection:

- Classification
- Labeling

- Metadata

- Clustering

- Deduplication

- Association rules 

- Outlier detection



Smart Searching with 
Google Dork
Using advanced searching techniques to 

discover interesting information

This is also available in Bing, Duckduckgo, 

and other search engines

Defensive dorking - protect yourself and 

your organization.

Good resource for learning more:

https://exposingtheinvisible.org/guides/goo

gle-dorking/ 

https://exposingtheinvisible.org/guides/google-dorking/
https://exposingtheinvisible.org/guides/google-dorking/


Data Analytics 
Systems - 
Collection

Allow the users to setup the 

requirements for the collection from 

key terms and specific data sources to 

exclusions and geofencing

The system then utilizes various 

combinations of data mining techniques 

to collect  and sift through the data for 

the user

Present the data collected in a cohesive 

way allowing the user to interact and 

investigate the results



Data Analytics Systems - 
Enrichment

Augmenting the data with 3rd party verified 

data that enhance the value of existing data 

and help verify the accuracy and validity of 

the collection

Demographic data adds information such as 

marital status, relatives, addresses, court 

records, and more

Geographic data adds location information 

such as latitude and longitude, nearby 

places, city boundaries, and so one

Social Media and News data add rank, 

influence, followers, impact, etc



Document Analysis 
and Enrichment

Author information

Geographical information

Image recognition and EXIF data

Sentiment Analysis

Relevance and ranking to search criteria



OSINT Tools
A growing number of tools with amazing capabilities 

and potential

● Recon-ng - a powerful python tool that 

automates time-consuming OSINT activities 

such as data gathering

● Maltego & Maltego CE - uncovers 

relationships between people, companies, 

domains, and publicly accessible data

● theHarvester - a simple tool designed to 

capture public data that exists outside an 

organization’s owned network

● Shodan - a powerful tool that is focused on the 

internet of things

● Babel X - AI-enabled data aggregation and 

analysis

● Rsoe-edis - geospatial tool for emergency and 

disaster incident reporting



Shodan

Indexes the internet of 

things

Finds webcams, traffic 

lights, routers, smart 

devices, fridges, anything 

that is connected to the 

internet



Maltego
Interactive data-mining with rich 

visualization showing relationships 

between different data in the 

collection



BabelStreet.com

“The world’s leading 

AI-enabled data-to-knowledge 

company”

B2B SaaS Company



Sharing Insights

Follow @babelstreet on 

linkedIn or twitter



rsoe-edis.org
Monitors, aggregates, analyzes and 

notifies.

Focused on emergency and disaster 

information reporting



OSINT Tools Advantage
Data Aggregation - from  unstructured data 
into a structured queryable, filterable, 
sortable, and digestible data

Analysis and Enrichment - augmenting the 
data with additional metadata and 3rd party 
information to help analyze, validate, label, 
group, and dedup

Visualization - creating mind maps, 
visualizing relationships, geographical view, 
data time lapse

Automated Alerting and Reporting - 
continuous monitoring and automation 
allows alerting and reporting



Use Cases
Event Monitoring

Finding People

Workflows



Event Monitoring: Super 
Bowl XLIX

Collected more than one billion posts related to 
Super Bowl XLIX and the Phoenix area, including 
40,000 geo-located postings. 

124,000-plus were filtered and analyzed

48 of those being passed along to the necessary 
individuals for further analysis

Ultimately, among the multiple uses of Babel X 
during the game, three particular postings were 
identified that indicated possible threats to the 
venue. Each was vetted successfully and cleared.

Babel Street was awarded the Golden Eagle Award 
from the National Center for Spectator Sports 
Safety & Security (NCS4)

Source: SDM Magazine



TraceLabs.org

Crowdsources OSINT 

operations to find missing 

people

Data is passed to respective 

law enforcement to pursue 

appropriate action

Over 300 assisted cases 

around the world



Starting with a name

● spokeo.com

● thatsthem.com

● beenverified.com

● fastpeoplesearch.com

● truepeoplesearch.com

● familytreenow.com

● people.yandex.ru

Image Source: IntelTechniques.com OSINT Workflow Chart: Real Name

https://www.spokeo.com/
https://thatsthem.com/
https://www.beenverified.com/
https://www.fastpeoplesearch.com/
https://www.truepeoplesearch.com/
https://www.familytreenow.com/
https://people.yandex.ru/


Starting with a 
username

Reverse username search

- Socialcatfish.com

- Usersearch.org

- Peekyou.com

Username search

- Instantusername.com

- Namechk.com

- Whatsmyname.com

Image Source: IntelTechniques.com OSINT Workflow Chart: User Name

https://socialcatfish.com/
https://usersearch.org/
https://www.peekyou.com/
https://instantusername.com/
https://namechk.com/
http://whatsmyname.com/


Before you get 
start with OSINT

Common strategies OSINT 

investigators use to protect 

themselves:

● Understand the issues 

that could decrease their 

anonymity

● Use VMWare

● Use emulators

● Create burner profiles 

(emails or social media)

● Use VPNs

● Leverage different web 

browsers and add-ons



OSINT Resources

OSINT Framework - 

interactive chart - helps you 

know where to start, what to 

do, and what tools to use. 

WebBreacher.com – Micah 

Hoffman's Blog 

Intertechniques.com - Michael 

Bazzell

Osintcurio.us

https://osintframework.com/
https://webbreacher.com/
https://webbreacher.com/
https://inteltechniques.com/
https://osintcurio.us/


Disclaimer

This information is for 

educational use ONLY 

and not to be used for 

personal or unlawful 

purposes. 

Please be respectful of 

others privacy and do 

not do anything 

“creepy” without 

consent.



If you torture the data 
long enough, it will 
confess to anything. 
~R. Coase 

The Intelligence Process

OSINT Concepts and Open Source Data

OSINT Tools

AI/ML and Data Science applications in OSINT

OSINT Tools & Use Cases



Takeaways

OSINT is based exclusively on publicly 

available data such as the contents of the 

open web

AI is key to expanding and improving 

OSINT. In particular, it enables human 

analysts to collect, enrich, analyze, and 

disseminate information in a timely and 

decisive manner

Human interaction and input into the 

process is vital and cannot be completely 

replaced by AI



Thank You!
Have follow up questions or 

comments, feel free to reach out on 

linkedin.com/in/nisreencain/

http://www.linkedin.com/in/nisreencain/

